Introduction
============

At a time when populations are changing and disease outbreaks and other events of public health significance pose increasing risks to global health, economic stability, and national security, it is essential that, as a nation, we invest in the systems needed to promote and protect the public's health.

In 2002, the Institute of Medicine (IOM) reported that the public health system in the United States had a multitude of deficiencies that impact the ability to effectively conduct public health surveillance. These included outdated and vulnerable technologies; a public health workforce lacking training and reinforcements; lack of real-time surveillance and epidemiological systems; and ineffective and fragmented communications networks \[[@r1]\]. While considerable headway has been made since the IOM report was published, there is still evidence of a need for further improvements. A recent report by Trust for America's Health, for example, found that there are persistent gaps in the ability of state and local public health agencies to respond to events ranging from bioterrorist threats to natural disasters and disease outbreaks \[[@r2]\]. The question is---how can we reduce these gaps?

Nationwide and globally, rapid changes in health information systems, cloud computing technologies, communications, and global connections are catalyzing a re-examination of disease surveillance as an enterprise that needs coordinated and integrated system elements. Sustainable surveillance, which we define as ongoing data collection, analysis, and application, coupled with a capability to respond to novel demands, is needed to ensure that public health agencies can perform reliably regardless of shifts in public health funding and priorities. The ISDS Sustainable Surveillance Workgroup identified the following steps to maintain and advance the public health surveillance enterprise:

1.  Recognize systematic and ongoing public health surveillance as a core public health function that is essential for population health, economic stability, and national security.

2.  Create and support funding mechanisms that reinforce *enterprise* (i.e., integrated systems), rather than *categorical* (i.e., disease or program specific) surveillance infrastructures and activities in order to reduce inefficient silos, leverage resources, and foster synergies.

3.  Oppose further cuts to spending for surveillance activities.

4.  Invest in surveillance workforce development to build competencies and improve organizational capacity to utilize technological advances in surveillance practice.

5.  Advance a rigorous surveillance research and evaluation agenda that will deepen the understanding of community health, identify best practices, and provide evidence for decision-making.

![Recommended steps to a sustainable surveillance enterprise](ojphi-05-e220-g001){#f1}

Background
==========

Public health surveillance is defined as, "the systematic and ongoing collection, management, analysis, interpretation, and dissemination of information for the purpose of informing the actions of public health decision makers." \[[@r3]\] In addition to providing information about the health status of our communities, surveillance is a foundation of emergency preparedness, food safety, infectious disease outbreak prevention and control, chronic disease assessments, and other key areas that protect the health, economy, and security of the public. While public health surveillance policy and practice have been indicated as priorities for policymakers at the national and global levels \[[@r4]-[@r7]\], questions remain about how to move forward from planning to implementation, especially in a time of critical cuts to federal funding.

Progress in health information technology (IT) and the increased use of electronic data and new data streams offer great potential for innovation in surveillance science and practice. For instance, the self-reporting of health information through social media (e.g., Twitter), as well as crowdsourcing projects such as Flu Near You ([www.flunearyou.org](http://www.flunearyou.org)) offer new options for collecting timely data. In addition, the Health Information Technology for Economic and Clinical Health (HITECH) Act \[[@r8]\], legislated as part of the American Recovery and Reinvestment Act (ARRA) of 2009, is fueling the adoption of electronic health record (EHR) systems in the U.S \[[@r9]\]. In return for financial subsidies to implement EHR systems, hospitals and doctors are required to share data for public health purposes \[[@r9]\] with the intent to improve both population health outcomes and the quality of clinical practice. Sustainable surveillance systems have the potential to advance both of these goals \[[@r10]\].

The value of public health surveillance
---------------------------------------

1.  Recognize systematic and ongoing public health surveillance as a core public health function that is essential for population health, economic stability, and national security.

Public health surveillance data is the foundation of public health programs and is required for a number of purposes, including: to demonstrate the size and impact of the public health problem being addressed by a program; to identify the population groups to which additional prevention efforts should be directed; to determine whether the problem is growing in size or abating; to provide feedback to data providers; and as part of an overall program evaluation strategy.

The significant health impacts and economic costs of disease outbreaks illustrate the critical importance of effective public health surveillance and rapid response, as well as the cost of inaction \[[@r11]\]. [Table 1](#t1){ref-type="table"} provides examples of the health and financial burdens posed by some naturally occurring and intentional infectious disease outbreaks.

###### Examples of Health Impacts and Economic Costs Associated with Disease Outbreaks and Epidemics

  **Disease**                                                           **Transmission**          **Health Impact**                                        **Financial Cost**
  --------------------------------------------------------------------- ------------------------- -------------------------------------------------------- ----------------------------------------------------------------------------------------------------------------------------
  **Severe Acute Respiratory Syndrome (SARS), Global, 2002 and 2003**   Droplet (Direct)          8,096 infected, including almost 800 deaths \[[@r12]\]   \$40-\$54 billion \[[@r13]\]
  **Anthrax Attack, United States, 2001**                               Bioterrorism (Indirect)   22 cases, including 5 deaths \[[@r14]\]                  About \$320 million \[[@r15]\]
  **Pandemic flu, United States**                                       Droplet (Direct\]         Projected death of millions of people \[[@r16]\]         Projected cost of \$800 billion over a whole year \[[@r17]\]
  **Pertussis, Washington State, 2012**                                 Droplet (Direct)          Over 3000 cases through early July \[[@r18]\]            Over \$2,000 per case \[[@r19]\]
  **West Nile Virus, Sacramento County, 2005**                          Vector (Indirect)         163 people infected \[[@r20],[@r21]\]                    \$2.98 million \[treatment cost and productivity loss\] \[[@r21]\]
  **Salmonella, North Dakota, 2009**                                    Foodborne (Indirect)      180 people infected \[[@r22]\]                           \$38,000 in investigation cost \[travel, laboratory and staff time) \[[@r22]\]
  **Cholera, Latin America, 1991**                                      Waterborne (Indirect)     400,000 cases including over 4000 deaths \[[@r23]\]      \$770 million loss in food trade embargoes and adverse effects on tourism \[[@r23]\]
  **Tuberculosis, Global, 2011**                                        Droplet (Direct)          8.7 million cases, 1.4 million deaths \[[@r24]\]         Projected economic cost of up to \$8 billion per year between 2013 and 2015 for low and middle income countries \[[@r24]\]

The values reported in [Table 1](#t1){ref-type="table"} do not fully reflect additional indirect costs of diseases and their potentially crippling effects on a community, nor do they address costs that are underreported/ unreported due to lack of data. Higher rates of illness, for example, can lead to lower worker productivity \[[@r11]\], while premature mortality can reduce the size of the labor force, both of which have economic ramifications.

There is growing evidence that these economic and societal costs can be mitigated by surveillance systems that are stable; a stable system provides the best foundation for identifying whether the problem being addressed is getting bigger or smaller or disproportionately affecting a section of the population, etc., while still allowing flexibility to provide useful information quickly about emerging issues. The optimum mix of stability and flexibility will depend on the purpose(s) of surveillance and the particular health condition under surveillance. For example, in the case of SARS, an effective surveillance system has the potential to decrease the size of an epidemic by one-third and the duration by 4 weeks, with significant cost savings \[[@r25]\]. Another study found that the early detection of an outbreak of highly infectious bacterial meningitis saved approximately \$2 for every dollar invested in infectious disease surveillance \[[@r26]\]. Yet another evaluation of surveillance practice found that technological improvements in a sentinel influenza-like illness (ILI) surveillance system in Virginia saved over \$9,500 (1,992 hours) in staff-time during the 2007-2008 influenza seasons \[[@r27]\].

Ongoing surveillance can also inform the design and evaluation of prevention and intervention programs in order to control the escalating costs associated with chronic diseases in the U.S. and abroad \[[@r28]\]. Some experts forecast that chronic disease prevention programs could save up to \$48.9 billion per year by 2030 \[[@r29]\], while others predict applying electronic medical record implementation and networking to the prevention and management of chronic disease will exceed the currently projected \$81 billion in annual savings \[[@r30]\].

Enterprise models for surveillance practice and funding
-------------------------------------------------------

1.  Create and support funding mechanisms that reinforce enterprise (i.e., integrated systems) rather than categorical (i.e., disease or program-specific) surveillance infrastructure and activities in order to reduce inefficient silos, leverage resources, and foster synergies.

Siloed surveillance systems are outdated, inefficient, and incapable of meeting today's demands for electronic data exchange and for the informatics capabilities needed to use the information for maximum benefit. Integrated programs and collaboration, on the other hand, facilitate the efficient management of the complex, varied, and proliferating issues and information sources that exist today. The nature of public health surveillance also lends itself to multiple-purpose approaches in that strategies for preventing and controlling diseases, such as West Nile virus, are to a great extent the same as for an influenza epidemic, a foodborne disease outbreak, or a bioterrorist attack \[[@r31]\].

Technology that enhances communication and data sharing across disease programs, surveillance systems, and even across jurisdictions increases the ease of obtaining and disseminating useful information to a broad audience, including public health agencies, healthcare providers, policymakers, and the general public \[[@r6],[@r32]\]. This rapid information exchange not only facilitates timely response, but can also reduce emergency room visits, hospital admissions, and even costs of care \[[@r33]\]. However, many health departments currently have systems that are not flexible enough to respond to changing health IT needs, which makes it difficult to deliver information when and where it is needed \[[@r4]\].

Disease or program-specific funding also exacerbates program vulnerability to funding and budgetary cuts. For example, when funding is earmarked for specific purposes (e.g., emergency preparedness and associated surveillance systems), and then is reduced, such as has occurred for public health emergency preparedness cooperative agreement funding through CDC in the past seven years \[[@r34]\], it can undermine and reverse efforts to establish sustainable systems that serve multiple crosscutting purposes throughout public health.

By contrast, an enterprise approach provides a cohesive framework that will better equip public health practitioners to address the challenges of processing large volumes of electronic data, and the concomitant analytical and visualization requirements. Specifically, enterprise funding supports a reliable, flexible infrastructure that can adapt to technological and information requirement changes, and allows for ongoing data collection and the integration of new data sources to advance all-hazard preparedness. A 2004 White House memo acknowledged how programmatic funding can lead to inefficiencies and redundancies in system acquisitions and usage and called for applying technological and human resources across programs \[[@r35]\].

By encouraging collaboration within and between departments, surveillance professionals can take advantage of shared platforms and resources to optimize data collection, analysis, storage, and dissemination, thus helping to reduce operational costs and improve efficiency. For example, collaboration could create opportunities for the effective integration of syndromic and reportable disease data for public health use \[[@r36]\].

Stable funding and sustainable surveillance
-------------------------------------------

1.  Oppose further cuts to spending for surveillance activities.

A lack of consistent and sustainable funding is hampering the necessary expansion and improvement of public health surveillance systems at local, state, and national public health agencies. A 2010 survey of local health departments conducted by the National Association of City and County Health Officials (NACCHO) found that 72% of local health departments reported insufficient funding as one of their major barriers to modernizing their IT systems \[[@r37]\].

Health data collection systems that take advantage of recent technological advances have proven to be more cost effective and sustainable in the long-term \[[@r38]\]. Stable funding is essential to supporting the adoption of hardware and software systems as they become available, leading to a robust and sustainable public health surveillance infrastructure able to integrate, manage, and communicate the plethora of data necessary to generate actionable results \[[@r39]\].

Build the base for success
--------------------------

1.  Invest in surveillance workforce development to build competencies and improve organizational capacity to utilize technological advances in surveillance practice.

The new age of disease surveillance requires a skilled public health workforce able to manage large volumes of increasingly complex electronic information, to understand the data flows, and to extract meaning from them. This calls for sophisticated and integrated competencies in public health informatics, epidemiology, statistics, and other areas, and the ability to present findings, draw conclusions, and make recommendations based on surveillance data. Furthermore, in addition to needing people who can effectively operate existing surveillance systems and carry out tasks (such as the onboarding process for collecting newly available EHR data) there is also demand for people who can identify and assess new opportunities for surveillance and design new systems that take advantage of these opportunities \[[@r6]\].

Attracting and retaining experts in these fields is especially challenging in light of the comparatively low base salaries allotted to public health workers compared to the salaries of technology-intensive positions in other sectors \[[@r40]\].

To align the surveillance workforce with new demands, the ISDS Sustainable Surveillance Workgroup suggests the following approaches:

-   Provide training programs for existing and prospective public health workers to equip themselves with the necessary expertise and skills to work in rapidly evolving IT systems.

-   Promote public health careers at the primary, secondary, undergraduate, and graduate levels across disciplines.

-   Provide competitive salaries to recruit and retain a workforce skilled in public health surveillance and informatics.

Toward informed decision-making
-------------------------------

1.  Advance a rigorous research and evaluation agenda that will deepen the understanding of community health, identify best practices, and provide evidence to inform decision-making.

Research and evaluation play an important role in connecting the processes of information collection, information use for decision-making, and translation of decisions to actions and measurable outcomes. Research-based evidence and evaluation results can help to identify the limitations and benefits of different surveillance procedures for better decision-making and more effective resource allocation. Investing in research and applying the rigors of science to public health surveillance questions leads to informed decisions on how best to direct efforts and resources.

In addition, periodic evaluations of surveillance infrastructures -- the systems and people---are needed to assess return on investment and opportunities for quality improvement.

Conclusion
==========

Effective and efficient surveillance systems are proven to save money and lives. The ability to detect and respond to known and emerging pathogens is central to protecting and maintaining population health \[[@r41]\]. The breakdown or absence of a stable public health surveillance infrastructure, on the other hand, can undermine efforts to mitigate disease outbreaks and other public health events \[[@r31]\]. Public health surveillance systems built on a strong infrastructure of core workforce competencies, information systems, and organizational capacity \[[@r42]\], and supported by consistent and enterprise-based funding, are essential if we are to understand and respond to the real and growing threats to population health. By providing political commitment and financial support to this issue, decision makers can play an active role in advancing the health of individuals, communities, and nations.
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